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Abstract of the contribution: This paper discusses how AUSF and UDM are selected when SUCI is used and the HN deploys different sets of AUSF/UDM instances to manage different sets/ranges of SUPIs. 
1. Introduction
SA3 LS S3-181494/S2-184707, informs SA2 regarding the need to use an additional parameter to the MNC+MCC to select the appropriate UDM (and AUSF) when SUCI is used in networks where different UDM/AUSF instances managing specific sets of SUPIs are deployed. 
This contribution proposes the possible use of the recently defined AUSF/UDM Group IDs (CR0227 to TS 23.501) for this purpose. 
1.1 SUbscription Concealed Identifier (SUCI)
As defined in TS 33.501, the SUbscription Concealed Identifier, SUCI, is a privacy preserving identifier containing the concealed SUPI. 
The UE shall generate a SUCI using a protection scheme and the subscription identifier part of the SUPI (i.e. the Mobile Subscription Identification Number, MSIN, in case of IMSI based SUPIs). The home network identifier, e.g. Mobile Country Code (MCC) or Mobile Network Code (MNC) shall not be concealed and will be included as part of the SUCI.
This allows that during UE authentication the AMF can select a AUSF/UDM in the HPLMN of the UE when SUCI is used (i.e. AMF selects a AUSF/UDM based on the home network identifier of SUCI). 
However, when the HPLMN deploys different UDM/AUSF instances managing specific sets of SUPIs, the MNC+MCC will not be enough for the selection of an appropriate AUSF/UDM within the HPLMN. 
AUSF/UDM selection in these cases when SUPI is used can be based on the set the SUPI belongs to (i.e. more precisely the range of MSIN of SUPI) as the NRF may provide to the AMF the AUSF/UDM instances available in the HPLMN per sets of SUPIs (refer to CR0263 to 23.502 agreed in last SA2 meeting). Alternatively, the AMF may be configured with information of available AUSF/UDM instances per sets of SUPIs.
Mind however that when SUCI is used, the MSIN of SUPI will be encrypted and AUSF/UDM selection based on range of SUPI/MSIN will not be possible, except in the case when the protection scheme used to generate the SUCI is the “null-scheme” as in this case, the SUPI/MSIN will not be concealed. 
Conclusion 1: As indicated by SA3 is their LS to SA2, there is a need for an additional parameter input for AUSF/UDM selection. This parameter shall represent the set/group of AUSF/UDM instances that manages a particular SUPI. SA3 also indicates that this parameter needs to be part of the SUCI the AMF will receive from the UE.   
1.2 AUSF and UDM Group IDs
CR0227 to 23.501 agreed in last SA2 meeting defines an AUSF and UDM Group ID as follows:
AUSF Group ID: This refers to one or more AUSF instances managing a specific set of SUPIs. 
UDM Group ID: This refers to one or more UDM instances managing a specific set of SUPIs. 
Conclusion 2: The AUSF/UDM Group IDs defined in CR0227 to 23.501 can be used to represent the set/group of AUSF/UDM instances managing a set of SUPIs and in particular a given SUPI, then in principle the AUSF/UDM Group IDs match the description of the additional parameter requested by SA3.  
In the situation presented by the SA3 LS and described in section 1.1, the AUSF Group ID could be used as input for AUSF selection and similarly, the UDM Group ID could be used as input for UDM selection, if the AUSF/UDM Group IDs are made available to the AMF and AUSF respectively as follows: 
· When the AMF receives from the UE a SUCI including an AUSF Group ID, the AMF could select an appropriate AUSF instance based on information of available AUSF instances related to the AUSF Group ID included in the SUCI (as configured in the AMF or obtained from the NRF). 
· Similarly, when the AUSF receives a SUCI including a UDM Group ID from the AMF, the AUSF could select an appropriate UDM instance based on information of available UDM instances related to the UDM Group ID included in the SUCI (as configured in the AUSF or obtained from the NRF). 
CR0227 to 23.501 proposes that these AUSF/UDM Group IDs are included in the NF profile the AUSF and UDM register in NRF respectively. However, neither CR0227 to 23.501 nor companion CR0263 to 23.502 defines that these Group IDs are included in the response of a discovery request of AUSF and/or UDM instances.  
Proposal 1: Include as output of the AUSF/UDM discovery procedure the AUSF/UDM Group ID so that AMF and AUSF can make use of this information if needed in subsequent AUSF/UDM selection procedures using SUCI. 
Proposal 2: Include as input for AUSF/UDM selection procedure the AUSF/UDM Group ID in TS 23.501. 
Conclusion 3: Both AUSF Group ID and UDM Group ID should be included in the SUCI so AMF and AUSF can make use of this information as base for AUSF and UDM selection respectively. 
Including two different routing/selection parameters within SUCI instead of just one as proposed by SA3 may not be acceptable as it will increase the size of the SUCI. Mind that the SUCI is transferred over the air interface.   
Proposal 3: Combine the Group IDs defined for AUSF/UDM in a single Group ID representing the AUSF/UDM instance(s) managing a specific set of SUPIs. It sounds reasonable that the AUSF/UDM Group IDs assigned to a given SUPI are defined consistently (i.e. using the same value) and thus the AUSF and UDM instances managing a set of SUPIs could be represented by a single Group ID parameter. 
1.3 [bookmark: _GoBack]Privacy aspects of the said additional parameter input for AUSF/UDM selection
A solution chosen/recommended by SA2, for the said additional parameter input for AUSF/UDM selection, shall be in the spirit of the privacy enhancement introduced in 5G by the SUCI. The privacy enhancement being the subscriber untraceable through identifiers over-the-air.
Mind that the MSIN/username in SUCI is encrypted, but other UE/subscriber related parameters such as MCC/MNC/realm, and home-network-public-key-identifier are in clear. The MCC/MNC/realm are static but provide anonymity among the whole subscription space of the home network. Unlike the MCC/MNC, it is possible that the home-network-public-key-identifier is not covering the whole subscription space, but only multiple smaller portions. In that case, the home network still has the means to update the home-network-public-key-identifier should the need arise protecting the anonymity of the UE/subscriber. Therefore, UE/subscriber related parameters currently in SUCI which are in clear are still acceptable.
Considering the AUSF Group ID and UDM Group IDs to be used as the additional parameters within SUCI to be used for AUSF/UDM selection using SUCI may imply a risk for the subscriber untraceability to be compromised. For example, if both AUSF Group ID and UDM Group ID are added to SUCI, and if both are static in nature, then those static identifiers already give away some identification of the subscriber. 
[bookmark: _Hlk514252165][bookmark: _Hlk514317676][bookmark: _Hlk514323213]Conclusion 4: It is required that the home network pays special attention to how the values for the AUSF/UDM Group IDs are assigned to properly protect the subscriber privacy. The HPLM should assign AUSF/UDM Group ID values so that subscriber group related information (e.g. home region name) is not revealed and consider updating its value to increase subscriber anonymity and avoid it being traceable. The frequency of the update would depend on the number of subscribers defined within each Group. 
Proposal 4: Include these privacy considerations in the definition of the AUSF/UDM Group ID if they are used as the additional parameter within SUCI to be used for AUSF/UDM selection using SUCI. 
2	Proposal
It is proposed to agree on the following CRs to TS 23.501 and TS 23.502 so the AUSF/UDM Group IDs can be used as additional parameter input for AUSF/UDM selection when SUCI is used in networks where different UDM/AUSF instances managing specific sets of SUPIs are deployed as proposed in Proposal 1-4:
· S2-184773, revision of CR 0227 to TS 23.501 proposing to combine AUSF Group ID and UDM Group ID into a single parameter i.e. AUSF/UDM Group Id and use it as input for the AUSF/UDM selection if present within the SUCI when different UDM/AUSF instances manage specific sets of SUPIs. Privacy considerations regarding the AUSF/UDM Group ID as part of the SUCI are included. 

· S2-184774, revision of CR 0263 to TS 23.502 proposing to include the UDM/AUSF Group Id as possible output of the UDM/AUSF discovery procedure. 

If SA2 cannot agree on the use of the AUSF/UDM Group ID for this purpose, SA2 should define a new parameter instead. Discussion about possible alternative proposals to the use of AUSF/UDM Group ID for this purpose is not part of the scope of this discussion paper.
Finally, it is proposed to send an LS response to SA3 with the conclusions and recommendations of this discussion. 


